Authority Management
Summary
In the system construction, this defines authorities managed by Spring Security in order to apply the security mechanism of Spring. Therefore the system administrator defines and manages authority to grant authority to the user. 

Description
· Authority Management entails registration, modification, deletion, inquiry and list inquiry in order to manage authority per user.

  ① Authority registration: the system administrator registers authority information to grant authority to the user.

  ② Authority modification: the system administrator modifies authority information to grant authority to the user.

  ③ Authority deletion: the system administrator deletes authority information to grant authority to the user.

  ④ Authority inquiry: the system administrator inquires authority information to grant authority to the user.

  ⑤ Authority list: the system administrator inquires list of authority information to grant authority to the user.

Environmental settings
Authority Basic Setup
Authority provided as standard by Spring 
	AUTHORITI
	DESCRIPTION

	ROLE_ANONYMOUS
	All users

	IS_AUTHENTICATED_ANONYMOUSLY
	anonymous users

	IS_AUTHENTICATED_FULLY
	authenticated users

	IS_AUTHENTICATED_REMEMBERED
	REMEMBERED users

	ROLE_RESTRICTED
	restricted users

	ROLE_USER
	General users

	ROLE_ADMIN
	administrator


Additional Authority Setup
Authority Added As Required in Operation
	AUTHORITI
	DESCRIPTION

	ROLE_SYM
	System operation manager

	ROLE_COP
	Collaboration manager

	ROLE_USS
	Users support manager

	ROLE_USER_MANAGER
	Operation users administrator

	ROLE_SEC
	Security operation manager

	ROLE_ENTRPRSMBER_MANAGER
	Enterprise member administrator

	ROLE_MBER_MANAGER
	General member administrator


Define Authority (Role) Inheritance Structure (ROLES_HIERARCHY)

Define an inheritance structure to COMTNROLES_HIERARCHY Table to inherit the role of sub authority.

ROLE_ANONYMOUS → IS_AUTHENTICATED_ANONYMOUSLY → IS_AUTHENTICATED_FULLY → IS_AUTHENTICATED_REMEMBERED → ROLE_RESTRICTED → ROLE_USER → ROLE_ADMIN 

Raw data Creation
Create Authority related raw data first. 

· Create Raw Data
Additional authorities are inserted between previously defined authorties.

· Define upper Authority 
INSERT INTO COMTNROLES_HIERARCHY (PARENT_ROLE, CHILD_ROLE) VALUES('ROLE_COP','ROLE_ADMIN');

· Define sub Authority
INSERT INTO COMTNROLES_HIERARCHY (PARENT_ROLE, CHILD_ROLE) VALUES('ROLE_RESTRICTED','ROLE_COP');

· Authority Hierarchical Structure 

SELECT A.CHILD_ROLE CHILD, 

       A.PARENT_ROLE PARENT

  FROM COMTNROLES_HIERARCHY A LEFT JOIN COMTNROLES_HIERARCHY B ON (A.CHILD_ROLE = B.PARENT_ROLE);
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Associated functions
· Authority manamgent_function 

· Authority-specific role managment
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